 Amplify the signal:

Investigating phishing domains

... through domain clustering

i
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Meet the speaker

Sven Krohlas

Detection Engineer
Spamhaus

sven@spamhaus.org
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abuse.ch & Spamhaus

20+

years

Not for-profit

%@\

INndependent
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Let’s start with some motivational slides ...

If you are not interested in boring slides that's your chance
to grab your laptop from your hotel room!



THIS WEBSITE HAS BEEN SEIZED THIS WEBSITE HAS BEEN SEIZED

' 'm:' THIS DOMAIN HAS BE
+4 %"
=/ sndihay,

I

NEWS

Global phishing-as-a-service platform taken
down in coordinated public-private action

Intelligence shared through Europol’s Cyber Intelligence Extension
Programme leads to operational results

LummaC2 malware service actors or its proxies in a separate

uat vICIosort — Wil e assisance ol 1ts parmers — nas seizea
bendent operation pursuant to a civil action. '

EA CrazyRDP has been taken down by Dutch law enforcement.
Responsible for carrying out ransomware attacks, botnets, phishing

activities and distributing child p*rnography (CSAM). Police said to have
seized thousands of servers.
ABUSEC¢h | @SPAMHAUS



The path from “signal to impact”

Sharing/Publishing

o N




“Turn the
pyramid upside
down.”

“U‘.




Amplification of signal

Do Not Route or Peer
(DROP)

Prefix Spamhaus Blocklist
——————————————————————————— (SBL)

Domain Blocklist
—————————————————————————————————————————————— (DBL)

Hash Blocklist
(HBL)

URL




Amplification of signal | Escalation

Prefix

URL




Amplification of signal | Feedback

Prefix




Amplification of signal | Interconnected exchange

Networks

<

Hosters Prefix

e———————————— e = = = = o e e e

Registry/Registrars
e e

URL




But the amplification
doesn’t stop there ...



Amplification of new signals | Interconnected ecosystem

Spamhaus

Industry LEO/GOV
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Case study | Phishing

Submission Info:
Type: Domain
Threat Type: Phish

Reason

phishing targeting olx and/or its customers
Object

mel2ri.top

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026 AB U S E ch l @ SPAMHAUS



Case study | Phishing

Domain

ulv2ri.top

Submission Info:
Type: Domain
Threat Type: Phish

mel2ri.top
gen2ri.top
rel7xo.top
sel3ri.top
orv3ri.top

Reason

nel7xo.top

phishing targeting olx and/or its customers
Object

pel8xo.top
tel8xo.top
betbonanzacasino.com
seometer.io
melz rl- tOp iaooba.com

zvsdov.com

bnbasd.com

scboab.com
pnasvb.com
yvaivo.com
aivaoo.com

fnnabh.com

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026 AB U S E ch l @ SPAMHAUS



Case study | Banking phish

Submission Info:
Type: URL
Threat Type: Phish

Reason

Phish: https://imgur.com/a/cOQMUEA
Object

https://apo-verfahren.icu/WL62/login

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026 AB U S E ch l @ SPAMHAUS



Case study | Banking phish

Submission Info:
Type: URL
Threat Type: Phish

Reason

Phish: https://imgur.com/a/cOQMUEA
Object

https://apo-verfahren.icu/WL62/login

ABUSE¢" l @SPAMHAUS

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026




Case study | Banking phish

o . 193.24.123.200
Submission Info:

Type: URL
Threat Type: Phish

‘Deselectall fll scicct listed

Reason

Phish: https://imgur.com/a/cOQMUEA
Object

https://apo-verfahren.icu/WL62/login

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026

ABUSE¢" I @SPAMHAUS




Case study | Smishing

Submission Info:
Type: URL
Threat Type: Phish

Reason

[DRAGONFIRE][SMS][Amazon-Recall-Lure] Observed in SMS phishing
Object

https://yubr.evpaj.top/m5B5DgAq?i7m=WtH

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026 AB U S E ch l @ SPAMHAUS



Case study | Smishing

fhkgmu. top
tvyeai.top
bdgimg. top

Submission Info:

yzafik.top
Type: U RL yadjfn.top
. acfilm.top

Threat Type: Phish g
zbehln.top

Reason rrE——
pwdyor . top

[DRAGONFIRE][SMS][Amazon-Recall-Lure] Observed in SMS phishing ubhmec top

nghtkx. top

Object p—

clsvwz.top

gqhvys. top

https://yubr.evpaj.top/m5B5DgAq?i7m=WtH i op

ahjmpv.top
yefkqu. top
lantxb. top
oyevqg. top
jaxbvh.top
vejhkw. top
xkyays . top
nsrgbh. top
gptvsv.top
ankjgd. top
purufe.top
xikjsp.top
ej114.com
bdfceg.mom

cegdfh.mom

Showing 1 to 554 of 554 entries

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026 AB U S E ch l @ SPAMHAUS



Case study | Numbers ...

0

4546 4748495051521 2 3 45 6 7 8 9 101112131415161718

Calendar week

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026 AB U S E ch l @ SPAMHAUS



Case study | Numbers ...

0
4546 474849505152 1 2 3 4 5 6 7 8 9 101112131415161718

0
46 4748495051521 2 3 4 5 6 7 8 9 10111213 14151617 18

Calendar week Calendar week

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026 AB U S E ch I @ SPAMHAUS



Case study | Bigger Numbers

0
4546474849505152 1 2 3 45 6 7 8 9101112131415161718

Calendar week

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026 AB U S E ch l @ SPAMHAUS



Case study | Bigger Numbers

60,000
50,000
40,000
30,000
00
10,000
0

4546474849505152 1 2 3 45 6 7 8 9101112131415161718

Calendar week

From signal to impact: How shared intelligence disrupts cybercrime | Disruption 2026

500,000
450,000
400,000
350,000
300,000
250,000
200,000
150,000

100,000

50,000

11 12 13 14 15 16 17 18

Calendar week
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Sharing phishing data | https://submit.spamhaus.org

Who? Threat Hunters, Takedown

Organizations, Incident Responders, ...

What? IPs, domains, URLs, raw spam

samples (always provide evidence)

How? Web form or via API

(&5 SPANMHAUS  THREAT INTEL COMMUNITY [s€ra

Submit suspicious activity

Submit suspicious activity or threats. You are able to submit any of the following; email
source code, URLs, domains an

[[J raccept the terms and conditions



https://submit.spamhaus.org/

Share data. Strengthen signal.
Amplify the impact.

ABUSE¢" I @SPAMHAUS



Let’s play! - Tools: Intelligence API

Docs:

hEtps: f/docs -spamhalls com/is i a/ldats fsoiires/

Get a token;

"iﬁ#*"ﬂ
SUCHE L eso=d i aaarpnanaltelre e e @O LI L0677

ﬁ;icﬁ

"password":"z5ab?LG@5H3tgWr8", "realm":"intel"}'
https://api.spamhaus.org/api/vl/login



https://docs.spamhaus.com/sia/docs/source/index.html

Let’s play! - Tools: Deteqtive Passive DNS

Frontend:
hEtpe Aluisdetegl ive . com/ie50

sven@spamhaus.org
cebYwpiEPric a9

Static token:

sk pdnspl RM26GPVKWH.JjgxwVAKfMOOT bghv/7HaOcMN nw
tFloFfKBzA7UmhgE



https://ui.deteqtive.com/sso
mailto:sven@spamhaus.org

Let’s play! - Pivoting

Possible IPs to start from
https://www.spamhaus.org/blocklists/do—-not—-route-
or-peer/

Domains
eCx, our email/SMS inboxes, search for terms on pDNS, ...

Domain examples
advanced-reserv1283.com
phototanapp-commerzbank.de
guest-reserv-847219.com
fedexru.com
wachat-whatsapp.xyz


https://www.spamhaus.org/blocklists/do-not-route-or-peer/
https://www.spamhaus.org/blocklists/do-not-route-or-peer/

Thank you, eCrime 2026




